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We Are Not Going To Talk About 



http://en.wikipedia.org/wiki/IPv4_address_exhaustion 





http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_9-3/ipv6_internals.html 



Instead, let’s have a discussion about 
 

•  Why does IPv6 matter in cloud architecture? 

•  What are the opportunities? 

•  When should you be wary? 
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IPv4 with NAT 
 
Both sides of the channel have no idea 
who they are really talking to! 



End-end connectivity with IPv6 
 
Both sides are talking directly 
Note that the firewalls are still there! 
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IPSec in IPv6 
 
•  Originally a mandatory part 

of the protocol 

•  RFC6434 changes this to 
SHOULD 

•  Can use AH or ESP 

•  Tunnel or transport mode 

 
 



IPSec for the Cloud 
 
•  Encrypted overlay 

•  Integration with PKI 

•  End-end encryption 

•  Authentication 
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Flexibility 

 
•  Addressing 

–  SLAAC 

–  DHCPv6 

•  Multicast/Anycast 
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IPv6 adoption in the UK is slooooow 

•  Lack of Government support 

•  Service providers lagging 
http://vyncke.org/ipv6status/compare.php?metric=p; data from Google 



       







Security Toolsets 
 
•  IPv6 Performance 

•  IPSec support 

•  Deep inspection 

 
 





Summary 

•  Consider the impact of IPv6 on your cloud 
architecture 

•  There are benefits from enabling IPv6 

•  Even if you are not using IPv6, you need to be 
aware of it 

•  There are also challenges 
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