
 
 

  1 of 2 
SLACIAG - Social Media Risks.docx/27-Mar-12 

Social Media: Managing risks 
SLACIAG group meeting 27 March  

 

“People since the 1870s have had to get used to the telephone and we're still not 
really there.” 

There is great pressure to use social media for work – it is better to manage the process than try to 
keep blocking it. 

What is social media? 
 Most common examples are: Facebook, Twitter, Youtube, LinkedIn, Flickr 

A survey of local government showed that: only 63% said their organisation were using it, and just 
60% had a policy on its use. Meanwhile, 67% said their own lack of skills was a worry to them, and 
a 46% pointed to restrictive IT regimes as a major barrier to using social media1. 

Scenarios where social media can come into play: 

 For professional practice: eg Librarians need to link to colleagues in or out of organisation 

 Local emergencies: need to get story out quickly: eg which roads are blocked with snow 

 Need to get quick feedback on policies and developments  

Wider developments also mean that social media cannot be ignored: 

 Increasing need for and expectation of citizen engagement and community involvement 

 Changes at the local newspaper: Staffing is under great pressure, so story quality is 
suffering. What should be the response? 

 The independence referendum: likely to lead to staff expressing personal opinions 

 The rise of Open Data means that “mashups” are becoming more prominent 

 Apps: Opening up data means that new people will be involved:  
Edinburgh‟s MyBusTracker is a good example of what can come out of it 

 Key point: Smartphones mean people have access from workplace anyway. 

Risks – what are you worried about 
Technical: „It‟s a new channel for introducing malware‟ 

Reputational: „Yes, but what happens if people shout at us?‟2 

Organisational: „Won‟t our staff waste a lot of time? Won‟t they leak confidential information?‟ 

In practice, volume of negative comments is low. It is important to have clear objectives and to be 
able to deal with valid issues and negative comments. Examples of guidance: the Home Office 
code of practice3, US Airforce guide to responding to blogs, US Army Social Media Guide,  

There are also risks – from over control 

 If the organisation become a block not an enabler, staff will find their own solutions 
(remember how long it took to get IT infrastructure under control) 

 What happens if person with the only Facebook/Twitter access is on holiday? 

 

This is a classic case where risk management not risk avoidance is the key to success 

 

                                                 
1
 http://www.guardian.co.uk/local-government-network/2012/feb/16/local-government-social-media-obsessed 

2
 http://danslee.wordpress.com/2011/09/05/anti-social-media-how-to-engage-using-an-organisations-profile/ 

3
 http://www.civilservice.gov.uk/about/resources/participation-online  
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http://www.civilservice.gov.uk/about/resources/participation-online
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Questions: 

 Who should do it? Communications staff – but what about frontline staff? Edinburgh is 
testing access to social media for teachers 

 What channels? Facebook has 30 m users across the UK – about half of the population4. 
Twitter and YouTube are other options 

 How will you respond to stupid things being said 

 Learn lessons: from the introduction of ICT, websites, internet access  

What does ISACA say? 
 “The use of social media is becoming a dominant force that has far-ranging implications for 
enterprises and individuals alike. While this emerging communication technology offers great 
opportunities to interact with customers and business partners in new and exciting ways, there are 
significant risks to those who adopt this technology without a clear strategy that addresses both the 
benefits and the risks. There are also significant risks and potential opportunity costs for those who 
think that ignoring this revolution in communication is the appropriate way to avoid the risks it 
presents. The only viable approach is for each enterprise to engage all relevant stakeholders and 
to establish a strategy and associated policies that address the pertinent issues.” 
(www.isaca.org/socialmedia) 

My question is: to what extent does social media remain an IS Audit issue? 

Resources 
The is no shortage of resources – and some of it is relevant to local government and talks about 
risks 

 ISACA programmes: But probably unrealistic level of control given the maturity level. Have 
to accept people will be sucking it to see.  

 LGIU Report on risk management in Local Government5 

 Dan Slee6 (Press Officer, Wirral Council) 

 Carl Haggerty7 (Devon CC is an exemplar of good practise – has had a policy in place by 
2010) 

 Examples of good practice: James Coltham (Edinburgh), Carolyn Mitchell (South 
Lanarkshire), Leah Lockhart (Improvement Service) 

 

The final point is the same as the first one: There is great pressure to use social media for 
work – it is better to manage the process than try to keep blocking it. 

 

Contact details and links for more resources 
My name is Peter Cruickshank. I am a Research Fellow at the Centre for Social Informatics at 
Edinburgh Napier University. 

Contact me at p.cruickshank@napier.ac.uk or follow me on Twitter @Spartakan 

I have put together a page with useful links and stories using a social media tool called Storify: 
http://storify.com/spartakan/social-media-policies  
 

                                                 
4
 http://danslee.wordpress.com/2011/08/24/facing-up-twelve-ways-local-government-can-use-facebook/ 

5
 http://blog.lgiu.org.uk/2011/10/risk-and-reward-local-government-and-risk-in-the-new-public-realm/ 

6
 http://danslee.wordpress.com 

7
 http://carlhaggerty.wordpress.com/2011/07/29/social-media-risk-assessment-draft/ 
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